Build a Unicenter NSM
Application Agent Using
the Universal Agent

Integrate any application with Unicenter NSM in just
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Universal Agent

one week.

BY LARRY E. PRESTON

The Universal Agent from OC Systems and its integration with Unicenter NSM

provides an extremely effective and fast way to instrument applications not natively

managed by Unicenter. For the IT operations group and systems administrators,

the flexibility provided by this solution and its integration ensures consistent

management is maintained across all applications and processes.

Exchange, and other widely used
software applications. When a problem
occurs with one of these applications,
Unicenter

reports, automatically

or not source code is available.
Inthisarticle, | describe how to usethe

Universal Agent to quickly and easily

build Unicenter NSM integrations for
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But there are many other applications,
some of which may be critical to your business, that
aren't currently integrated with Unicenter NSM. An
undetected failure or abnormal behavior involving any
of these applications impedes your ability to ensure
business continuity and provide the level of performance
your users require.

So, what can you do? Traditionally, you'd use the Uni-
center SDK to develop a customized agent for each of
the applications. Now, OC Systems is providing a new

Decide what to monitor

The first step in building a specialized agent is deter-
mining what application information should be moni-
tored. In some ways, this is the most challenging part.
Start by defining the problem, being as specific as pos-
sible. Why do you need to bring the application under
the Unicenter NSM umbrella? What behavior does the
application exhibit that adversely affects your business
process flow?
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Then identify what application data could be used to determine the
problem has occurred. For example: You have a critical transaction
processing application that occasionaly becomes unresponsive. What
do you need to monitor? You want to know the application is exe-
cuting (i.e., has not aborted) and that transaction queries are being
processed in atimely manner (e.g., in five seconds or less).

What can be monitored?

After you define the data needed to identify the problem, you must
determine how to obtain that data. One instrumentation approach for
an example application (let's call it ROGUE) isto write another appli-
cation (let'scall it PROXY), that operatestotally outside the ROGUE
process. PROXY will use whatever system APIs are available to
obtain information about process ROGUE. Obviously, the ROGUE-
specific data available to PROXY islimited.

The Universal Agent takes adifferent approach. Instead of instru-
menting from outside a process, the Universal Agent instruments
within the context of the target process. By injecting the instrumen-
tation directly into the ROGUE process, you have access to al the
internal processing flow of the application and can monitor the fol-
lowing data that PROXY cannot access:

e Application function entry and exit points

* Application function parameters and return values

* RuntimeAPI invocations and their parameters and return values
e Business objects, variables, and queues

e Timing of functions, methods, or transactions

Define Resources to be monitored

The Universal Agent monitors Applications and Resources. Appli-
cations are the processes the Universal Agent monitors. Resources
are the identified, categorized, and instrumented data the Universal
Agent monitors. Resources can be anything, and can be defined at
any desired level of granularity. This open-ended implementation
supports monitoring and organizing instrumentation data in whatever
manner you desire.

You should view this step as amapping exercise, where you assign
meaningful names to the raw instrumentation data you've previously
determined should be monitored. Ultimately, you will invoke a
simple Universal Agent API to communicate two things to Unicenter
NSM: the Resource name and its current value.

The Resource nameis granular, with each level of granularity iden-
tified by adot (i.e., ".") separator. For example: You are interested
in monitoring general memory usage (Resource name: "Memory").
But you want to distinguish between real, virtual, paged, and kernel
memory (Resource names: "Memory.Real," "Memory.Virtual,"
"Memory.Paged,” and "Memory.Kernel").

The Universal Agent will automatically create the appropriate
managed objects within Unicenter NSM (as viewable in Node view,
and propagated to al other Unicenter NSM views). For this example,
you'll see a single "Memory" node having four child nodes named
"Real," "Virtual," "Paged," and "Kernel."

Research what to instrument

After you identify and categorize the required application instru-
mentation data, you have to do a bit of research to determine the
proper data instrumentation points.
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Thefirst placeto look isthe runtime API layer. Whether you have
access to source code or not, the APIs are always visible, and can be
easily instrumented. The Universal Agent exposes al runtime and
system-level APIs upon which the application is built. You can
instrument entry to and exit from any API, access all parameters that
are passed, aswell as all values that are returned.

When source code is available, you'll analyze the code to identify
instrumentation points that can be exploited. However, you will often
find the most elegant instrumentation points are still found in the
API layer.

Code the instrumentation

Having identified the required instrumentation points and
developed meaningful Resource names to represent their data, you're
now ready to develop the integration code.

For Java applications, you'll write the integration code in Java. For
al other cases, you'll write the integration code in simple C. In both
cases, you'll use asimple Universal Agent API to send the Resource
name and its current value to Unicenter NSM.

The Universal Agent performs the Unicenter NSM integration by
instrumenting the in-memory image of the application. No
application files (e.g., source, libraries, executable) are modified.
Neither is the manner in which the application is launched. There
are obvious advantages to this approach: No application-related files
(including source code) are required and you avoid configuration
management issues.

When you have source code

Integrating an application for which you have source codeissimple
and straightforward.

Figure 1 shows aNode view of the Universal Agent integration of
application roulette.exe. The fully qualified Resourcesthat are being
monitored are roulette.Bet, roulette.BankTotal, and roul ette.Debt.
These Resources represent program variables within the application.
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Figure 1: When source code is available—Instrumentation code, written
in simple C or Java, can be inserted at any point.
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At the bottom left is a portion of file roulette.c, the source code
for the application. You want to extract the following program
variables:

e The parameter "Amount" that is passed to function "Bet()."
Continued
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e Thereturn value from function "BankTotal ()."
* Clobal Variable "Debt" (definition not shown).

At the bottom right are the complete contents of file roul ette.apc.
Thisisthe code that was developed to instrument the application and
integrate it into Unicenter NSM. Take alook at what the code does,
from top to bottom:

* "probe extern:Bet()" indicates that function "Bet()" is to be
instrumented. The"on_entry" clause brackets the injected instru-
mentation code to be executed when this function is called.

e "probeextern:BankTotal ()" indicates that function "BankTotal ()"
isto be instrumented. The"on_exit" clause brackets the injected
instrumentation code to be executed when this function returns.

Theinjected code that is executed in these instrumentation probes
is the Universal Agent API. Let's look at the UA_api() calling
sequence. The first parameter identifies the fully qualified Resource
name; the third parameter specifiesits value. Notice how each indi-
vidual portion (separated by dots) of the fully qualified Resource
name is mapped into distinct nodes in Node view.

The Resource values being passed in the UA_api() calls are as
follows:

e "$Amount" is the value of parameter "Amount" in function
"Bet()."

e "$return" isthe value returned by function "BankTotal()."

e "$Debt" isthe value of global variable "Debt," asit exists when
function "BankTotal ()" returns.

The Universal Agent instrumentation technology |ets you inject
code into your application at any location: program entry and exit,
function entry and exit, even down to the source code line level. As
you can see, the injected code is written as though, and behaves
exactly asif, it were a part of the original source code.

When you don't have source code

Although you may have access to source code for
some of your applications, it's more common to be
dealing with software for which you do not have
source. No-source integrations require adlightly dif-
ferent approach.

To integrate an application for which there is no
source code, we need to be able to ook inside the
application to identify what instrumentation points
are available. Because we can't instrument the source
directly, we'll instrument the runtime APIs upon
which the application is built.

The boundary layer between an application and its runtime support
isalways visible from within the application, and what you find here
is all the support APIs the application is using. Note that you can
also always instrument application start and termination, because
these points are well defined—even when source code is not
available.

Figure 2 shows aNode view of the Universal Agent integration of
process IEXPLORE.EXE. This is the Microsoft Windows Internet
Explorer application, for which source code is obviously not
available. This integration monitors 22 distinct Resources (though
not all arevisible because the "10" Resource node is collapsed). But
let's focus on just the real memory Resources that are being moni-
tored: Memory.Real.Size(K) and Memory.Real .PeakSize(K).
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Fgure 2: No source code required—This shows an integration of Microsoft
Internet Explorer, for which source code is not available.

At the bottom left is file Processinfo.apc. Thisis a condensed,
pseudo-code representation of the actual code that was devel oped to
instrument the application and integrate it into Unicenter NSM. Only
the Universal Agent APIsfor the real memory Resources are shown.
Take alook at what the code does, from bottom to top:

e "probe program" and "on_entry" indicates instrumentation code
isto beinserted and executed once, when the application starts.
The injected code (the call to "CreateThread") creates a thread
that executes function tMain().

e Function tMain() simply loops, calling CollectData() to gather
information and ReportData() to process the data. The Sleep()
call controls the sampling frequency.

e Function CollectData() uses standard runtime APIs to obtain
information about the process.

e Function ReportData() uses the Universal Agent API to forward
the Resource data to Unicenter NSM. Note that only the APIs
for the real memory Resources are shown.

Let'slook at the UA_api() caling sequence. The first parameter
identifies the fully qualified Resource name; the second parameter
specifiesits current value. Notice how each individual portion (sep-
arated by dots) of the fully qualified Resource name is mapped into
distinct nodesin Node view.

The Universal Agent application instrumentation technology lets
you inject code into a no-source application at program entry and
exit, and runtime API entry and exit (where all APl parameters are
also visible). In this example, we applied instrumentation only at

program entry.
Continued on page 28
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